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1 | INTRODUCTION

Complex networks (CNs) have gotten a lot of attention in recent years because of their variety of applications, including
biological systems, communications networks, World Wide Web, electric power grids, and robot formation.! Numer-
ous researchers have devoted decades to the study of complex dynamical networks (CDNs), particularly in the domain
of synchronization.*> The phenomenon of synchronization is common among the dynamical behaviors of CNs. In the
past few years, this essential and interesting collective behavior in CNs has received a lot of attention for its wide range
of applications. For instance, communication security, biological networks, ecosystems, chaos-based communication
networks, parallel image processing.®® As a result, the synchronization of CNs has become a popular issue in both prin-
ciples and applications. Many significant results in the synchronization of various CDNs have been reported so far.!0-13
Some appropriate controllers must be designed in order to drive a complex dynamic network to achieve synchronization.
Recently, different control techniques for synchronizing CDNs have been developed, including fault-tolerant control,'*
sampled-data control,'> impulsive control,'® pinning control,!” and adaptive control. In Reference 5, some necessary
requirements for establishing pinning synchronization on CNs are described.
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In CNs, control strategy is always an interesting topic. The time-triggered scheme, in which sampled data is trans-
ferred to the communication network at a fixed time interval, has been the most widely used transmission technique in
recent decades.'® An event-triggered mechanism was developed and is widely used to reduce unnecessary resource con-
sumption.!® One of the most difficult aspects of implementing event-triggered control (ETC) is that the event function
must be continuously monitored, which is difficult to achieve on digital platforms. The control cost can be significantly
reduced with the implementation of this triggering mechanism. As a result, ETC has been widely used to research CNs,
multi-agent systems, logical control systems, and biological systems.?°22 To address the interactions between the quanti-
fier and the sampler, novel event-triggering and quantization mechanisms were proposed in References 23 and 24. The
adaptive ETC strategy is used to output feedback control, thereby resolving the problem of unmeasurable states.?>2°

As we all know, the saturation is a frequently encountered event, caused by physical constraints in many practical
applications.332 The presence of saturation nonlinearity can reduce the performance of systems and potentially cause
them to become unstable. This can lead to adverse performance degradation. As a result, the challenge of saturation
analysis and control deserves a huge amount of attention.®® Even if the input is known, we can’t get the outputs with
direct feed through because of output saturation.3*3>

With the advancement of networks and modern technology, cyber security has recently become more essential. As
a result, there has been a strong interest in investigating the impact of various cyber-attacks on CNs. In particular,
cyber-attacks have been considered a leading challenge to network security, with the goal of disrupting control perfor-
mance and degrading stability by destroying critical data transmitted across a network.?” Cyber-attacks are classified into
three kinds: deception attacks,® replay attacks,*® and denial of service (D0S).** Numerous researchers have focused on
the issue of system control synthesis under cyber-attacks.*®#1"43 By preventing the signal or information from reaching
its desired target, DoS attacks damage the system’s performance. Deception attacks occur when attackers may intro-
duce false data into actual data, destroying the integrity of the data. Secure synchronization of CNs under deception
attacks against vulnerable nodes.?® A replay attack is a special type of deception attack in which the attacker can access,
record, and replay sensor data. In Reference 40, adaptive control design is used to guarantee the security and safety of
sensor and actuator attacks. The decentralized event-triggered H,, control system under cyber-attacks is addressed in
References 41,44-46.

Based on the preceding results, this article studies the pinning based output synchronization control problem for
CNs with random saturation subjected to hybrid cyber-attacks via adaptive event-triggered scheme (AETS). To the best
of authors knowledge, pinning synchronization of CNs with hybrid cyber attacks have not been studied yet. To be more
specific, the following are the main features of this work:

1. To begin, we changed the output pinning synchronization problem of master-slave CNs into the stability problem of
the synchronization error system while simultaneously considering hybrid cyber-attacks and random saturation.

2. In the previous work!!1238 either DoS or deception or both attacks are considered, but in this article a novel unified
framework of hybrid attacks is proposed in synchronization of CNs, which considers deception attacks, replay attacks,
and DosS attacks at the same time, in contrast to the existing works. In reality, this attack technique is widely available,
specifically in complex dynamical systems.

3. A novel output pinning synchronization control based on AETS is proposed, which can reduce computational load
and preserve communication resources. In comparison to previous studies,'>*® proposed control is more realistic and
advantageous for saving communication resources.

4. Novel sufficient asymptotic stability conditions for synchronization error systems have been established.
Event-triggered parameter and the controller gains can be acquired simultaneously utilizing LMI technology.

5. Finally, two numerical examples are presented to demonstrate the proposed design approach’s efficiency and
superiority.

2 | SYSTEM DESCRIPTION

We consider the following drive system of CNs with N identical nodes:

{m(@ = Cuni() + Bn(@)) + = gyAay(), W

wi(gp) = Dini(g), i=12,...,N,
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FIGURE 1 Synchronization of complex network under hybrid cyber attacks.

Hybrid cyber-attacks

where w;(g) and #;(g) are stands for the output and state of the ith node, at time g respectively. Coupling strength is
denoted by a;, where «; > 0 and b(#;(g0)) is a nonlinear function. Inner-coupling matrix is denoted by A. G = [gjInxw
are the external coupling matrices of the network with g;; > 0. Generally, the matrices G are symmetric and satisfy g; =
—2}.11 18 C; and D; are the parameter matrices with proper dimensions.

Based on (1), output dynamic model is described as follows

wi(§) =Cioi(§) + Dih(ni()) + @=L gyAw;(), @)

where C; = DiAD;, h(n()) = H(D;  ni(§)), A = DiA.
The considered response system of complex network model is described as

9i(g) = Ci9i() + H(9i()) + GZ giiAwj(§) + biui(), 3)
’lﬂl(@)) = DiSi(@), i= 1,2, ... ,N,
where, b; > 0 means node is pinned, otherwise b; = 0. u;(¢) is the control input of the node i.
According to (3), we have
wi(§) = Crmi(p) + Dib(@i(9)) + wiZ L, giAw;(0) + biDiui($0).
Defining &(g) = w(g) — w(g), we get the following output synchronization error system
&i(g0) = Ci&i(g) + Dib(&(p)) + aiZ L, g5A& (%) + biDjui(g0), @

where (& (). ) = h(wi($)) — h(wi($)) (Figure 1).

To effectively reduce the communication burden of the shared network, an AETS is introduced between the sensor
and the controller for the node i. h is the sampling period and the released instant is @j{h(k =0,1,...), where g};{ isa
non-negative integer, {yh = 0 is the initial instant.

For the node i, the adaptive event-triggered law is taken as

8; 06 < wi(@)E! (g0}, + HMOE((P), + Dh), (5)

where 6;(g) = éi(@;'(h) — éi((@;'c +j)h), ®; > 0 is the parameter of AETS to be determined later and y;(g) satisfies the
following condition

. Vi 1 T
i = ——(——— —Kky)6; 0;6; s
() = s (s = k00 (05 ()

where 0 < yi() < 1,v; > 0,k; > 0.
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Thus, based on the triggering law (5), the next released instant can be determined by the following expression.

@, h = @ h+ min{lh|s] (§)0:5(5) > wi(@)E] (o}, + HO:i&((g}, + )} (6)

The occurrence of communication delays is unavoidable when signals are transmitted through network channels. There-
fore, the transmission delay is also considered in this article, which is coincidence with the engineering practice. Let <,b§c
as the communication delay of the node i.

Define Ry = [gp}h + @i, pjﬁlh + ¢! ) and Ry can be divided as Ry= U‘:n’i:lﬂim, where

1
k+1

P = [golh+mh—h+ ¢;€”’_1, @rh +mh + ¢§€"’),

¢;;"‘={¢;:" m<w -1,

L —_ .
k+1° m=w;.

¢i(g) =g — (g);'c +j)h, g € B, then under action of zero-order holder, the actual sensor measurement error can be
obtained as follows,

() = &gl h) = &g — i) + (%),

where 0 < ¢i() < h + max{¢,} = ¢},

Remark 1. From (6), it is easily known that the sampling instants of node i are released and transmitted
at discrete instant pj{h. Therefore, the event-triggering interval is not less than the sampling period h, that
is, @L+1h - pj{h > h > 0, which implies that Zeno behavior is avoided under the adaptive event-triggering
scheme (6).

Remark 2. Till recently, great focus has been devoted to References 11-13, highlighting the fact that it
addresses all aspects of synchronization of CNs under cyber attacks. Numerous studies have focused on using
static output feedback control*® and ETC*” methods to reduce the number of channels that have been attacked
during period. As a result, the output-based pinning synchronization control via AETS strategy described
in this article is more practical and effectively reduces the communication overhead when compared to the
above methodologies.

Under the randomly happening saturation nonlinearities, the error &;(g) can be expressed in terms:

E(g) = (1 — 0i(@)Ei() + 0i(§)o(E()), (7)

where o0;(g) € [0,1] is a stochastic random variable and satisfy the Bernoulli distribution, E{(oi(g)} =
01- E{(0i(g) — 0;)*} = 62, From the Equation (7), it indicates that if 0,(g) = 1, then, &(g) = (1 — 0i(§))&() + 0(&($)),
saturation happen successfully, which means that the controller suffers from saturation signal. If o;(g) = 0, then
E(g) = (1 — 0i())é;() + 0i(§2)0(E:(¢)), which means that there are no saturation in information transmission.

And o(&) = [01(&;) 02(&) -+ oa(&;)]" is the saturation function, and o(€;)(j = 1,2, ... , n) satisfies
o€ =1&(p). -G<E@@ < j=12....n
=& -&(p) < -¢.

Then, similar to Reference 33, the saturation signal o(&;(¢0)) can be obtained as,
0€(9)) = xi() + &%), (8)

where y(g) is a non-linear function satisfying the following condition with 0 < v < 1,

1T () 1:(90) < VE (@)E(g).
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Combining (7) and (8), one gets

Ei(g) = (1 — 0(§0)E () + 0:(§) (1i(g0) + &Ei(90))
= E() + 0:(§0) xi($0). 9)

The deception attacks may lead to the reconstruction of transmitted data, making the synchronization error system
unstable. The adversaries insert malicious attack signals to modify the actual system states in a random way. In brief, the
deception attack model is as follows:

&) = (1 = L(@)f (g — dilg) + L(P)Ei(), (10)

where f(-) is a deception attack signal, which satisfies Assumption 1. 4;(¢) is stochastic random variable and governs by

the Bernoulli distribution, it satisfies

E{ (@)} = Prob{A(g) = 1} = L. E{(A(g) — 1)} = Prob{A(go) = 0} = 62.

Remark 3. When deception attacks occur, they can affect the system’s performance. Particularly, if A(g) = 1,
then (10) can be written as &,() = &;(g), which indicates deception attack is not occur, so the signals are
transmitted successfully. when A(g) = 0, then (10) can be written as & (g) = f(é(g — di(g))), which indicates
deception attack occur, so that malicious signals are transmitted successfully.

Assumption 1 (46). The non-linear function §(&(g)) and f(£(¢0)) describing the nonlinear dynamics of the
system and deception attack signal are satisfies the following conditions, respectively.

15EGDIl2 < R4,
IF(€@NIl2 < [IR26()l2-

where R; and R, are known constant matrices.

We will consider that replay attacks occur at random in this study, with the purpose of misleading the controller. The
attackers are considered to be able to collect and record a limited amount of networked transmitted signals. When replay
attack occurs, a replay attack will be selected from the recorded data and it will sent through network. The stochastic ran-
dom variable u;(¢o) satisfying the Bernoulli distribution, which represent the occurrence of replay attacks is introduced.
The signal sent through the network can then be reconstructed as

S2(0) = (1 — ui(§2))Er(90) + ui(§2)E1(0), amn

where &, () = &(go — ri()) is replay signal, and r;(g) represents that the replayed data are the data transmitted in pre-
vious r;(g) seconds. E{u(g)} = i, E{(u(gp) — p)} = 05. The replay attack often considered to happen at a certain time
interval. Then, 0 < r(g) < ry, where r(go) has an upper bound ry.

Assumption 2 (48). The transmission data are assumed to be stored from instant o, to current instant ¢,
and then the data of an arbitrary instant from the sequence are selected for replay.

As discussed in Reference 40, DoS attacks contain the sleeping period and the active period. In this article, we assume
that DoS attacks are detectable and denote DoS attacks as:

0, bp, by + Iy
&(p) = pel * ) (12)
52(@7)7 o € [bn + ln’ bl’l+1)7

where L, £ [b,, + I, byy1) and B, 2 [b,, b, +1,,) are represents the active and sleeping period of the nth DoS attack,
respectively. Its satisfies0 < h < [, < 0 and 0 < I, < by41 — by, < .
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Assumption 3 (40). Let bmax and 1, indicates the unified upper bound and lower bound of the active and
sleep period, respectively.

bmax > Sup{bn - bn—l - ln—l}'

{ Inn < inf{l,} (13)

Assumption 4 (40). The number of DoS sleep/active transitions in the interval [g, go1) is defined as
n(gvo, 01). There exist € > 0 and S > 0 that should satisfy

(o, 1) < ¢ + L2 < o (14)

Remark 4. In practical engineering, communication networks are vulnerable to malicious network attacks,
which is one of the important components affecting network security. Many synchronization controls for
CNs with different types attacks are discussed in References 13,38, and 48. Due to the lack of research on the
synchronization of CNs under cyber-attacks, the dissemination of related work is still very few.?”4¢ However,
no research into DoS, deception, and reply hybrid cyber-attacks at the same time in a synchronization complex
network has been conducted. In contrast to the previous debates, in this article, communication networks are
considered to be vulnerable to hybrid cyber-attacks, such as replay, deception, and DoS attacks. Therefore, it
is further presumed that the deception attack and replay attacks are secured by Bernoulli distributions, A(g)
and u(g), respectively.

Then Combining (9)-(12), we get,

[(1 — ui(g))é(g0 — ri(§0)) + (1 — pi(§0))6r,(§0) + pi(g0)(1 — Ai(§2))f (§(g0 — di(90))) + pi(§0) Ai($0)
E(§) = 1 6:(9) + Hi(§) L(§)E(R — di($)) + 1i(§9) Ai($)0i(9) 1i(§)], o € R N B, (15)
0, €L,

We consider the control input u;(g) as
ui($) = Kié(g). (16)

Combining (4), (15), and (16), we obtain the output synchronization error system as follows,

Ci&i(g) + Dih(&(9)) + aizjlilgij/_\fj(@) + biDiKi[(1 — pi($0))¢ (g0 — ri($0) + ui(§0) Ai(%0)
0i($0) xi(g0) + ui(g2)(1 — A4i(§2))f (§(go — di(90))) + (1 — 1i(0))5y,(§0) + 1i(§2) Ai(§0)6:(0)

&i(p) = 17)
+ u(@)Ai(@)é(g — ()], % € RN By,
Ci&i(g) + Dib(&i(90) + Tl giAg(g0),  $ € L.
By using the Kronecker product, the error dynamical network (17) can be written as,
C&(g) + Dh(E($)) + (G ® aM)gi(g) + BDKI(1 — u(@))é(§ — 1i()) + u(g2)A(§)0(§0) x ()
Eg) = + u(§)Ai(g)(1 — A(g))f (&(g0 — d())) + (1 — u(§2))5r(§0) + u() A(§2)5(g0) (18)

+ u(@)M§)e(go — dp(9))], @ € RiNB,,
C&(g0) + Dh(E(§0) + (G ® aM)é(g), ¢ € Ly,

where,

C = diagy{Ci}. D = diagy {Di}. K = diagy{Ki}, o(g0) = diagy{oi(g0)} ® I, A(g) = diagy{4i(5)} ® 1, i

u(go) = diagy{ui(9)} ® I, a = diagy{ai}, (%) = coln{&i(§0)}, h(E()) = coln{h&i(g)}, x () = coln{ xi(9)}. f(&(g0 -
d(g))) = coln{f&i(go — di(§9))}, £(g0 — P(§0))) = coln{&(g0 — Pi(g))}, 6,(90) = coln {5y, (g0)}.
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Lemma 1 (37). Fora constant ¢ > 0, if the function ¢(g) satisfies 0 < ¢(g) < ¢n, there exist V > 0 such that

T T _
& () Vi Vi

[
- / Eevidgdr <@ -dn| | + -0
%o

by

3 | MAIN RESULTS

Theorem 1. For the given positive scalars v,x,a, and 0 < € < 1. ¢n, dy, and ry denotes the upper bound of
d(g). d(g), and r(go), respectively. The random Bernoulli variables 0, 4, ji € [0, 1] are states the occurrence of
the saturation, deception attacks and replay attacks, respectively. The DoS attacks parameters are 3, €, by, and
Imin- The output dynamic synchronization error system (18) is asymptotically stable if there exist positive matrices
T, Vi, V,,1=1,2,3),(i=1,2) with the proper dimension and event-triggered weighting matrix © such that the

following conditions hold.

And

Yi0x10

%

*k

I

Il
*

El(g — dn) * *

—-JLVJ < =21 + 7L,

I <o,

_2Nllmin + 2N2bmax + ll’l(plpz) + 2(&1 + Nzh) <0

Do Ao Ay Ay As Ay As Ag]

-’ 0 0 0 0 0 0 O

*

*

3

273,
plez(N1+NZ)h7—i ,

—
Nyl |
IN A

P3-iU-iy,
P3—iv(3—i)j-

—
= 8
A IA

-I* ' 0 0 0 O O O
* Vi 0 0 O 0 O
* * V, 0 0 0 0]
* * * V3 0 0 0
* * * * Vg O 0
# * * * * —=I 0
* * % * ok ok =T

)

(g~ d(9) |-
&g — ¢dn)

Lemma 2 (47). For a given positive-definite matrices J, L and a scalar t, the following inequality holds:

WILEY——

(19)

(20)

1)

(22)

858017 SUOWILLOD 3A 18810 3(dedl|dde ayy Aq peusenob ae Sspiie YO ‘8sN JO S9InJ 0§ Akeid18U1UO A8]1M UO (SUOIPUOD-pUe-SWLS) W00 A8 | imAreiq U |uo//Sdny) SUORIPUOD PUe SWLB | 8L 88S *[£202/90/T0] Uo AriqiTauliuo A|IM ‘AIseAlun UCIEN [N0SS AQ GZ9€'SIe/Z00T 0T/I0p/Wod A8 | im Areiqiul|uoy/sdny wouy pepeojumod ‘0 ‘STTTE60T



8 Wl LEY ALI ET AL.

Y, Y, Y, Y, 0 0 0 0 0 0
*« Y, 0 0 Y, 0 0 Y, O 0
* * Y/33 0 0 0 0 0 Y’39 0
% % * Yfm 0 0 0 0 0 Y.,
% % % * Yy O 0 0 0 0
I = ,
* * * * % Yg6 0 0 0 0
* * % * * « YL, 0 0 0
* % sk % % * % Ygg 0 0
% % % % % % % * Y’gg 0
% % * % % * % * S (P

where

Y =CTi+ T+ e Uy +e WUy + e, =V =V, =V, +v,
Y13 =e Y Y1, = Ta(G®A) + TBDKAji + e Y, Yy, = TBDK(1 - i)

+e 2V, Yy5 = TBDKAf, Y16 = TBDK(1 — fi), Y17 = T BDKoJjD),
Yoo = =270V 4 V(@ +1), Y5 = e UMY Y3 = 207 MNY; Y39 = e Py,
Yos = v, Yas = =272V 400, Y10 = e NV Y55 = —v(kO + 1), Yg6 = —vk®, Yo7 = -1,
Y5 =—e Uy — ey Yog = —e MUY, — V), Yio10 = —e 2N, - V1),
Y = CTh+ T+ e, + 00, + 0Ny = V) = V), = Vo +v, Y|y = 00y,
Y!, = T,a(G® A) + TLBDK Aji + 9V, | Y/, = ™V, Y|, = T,BDKAf,
Y, = =270y, +v(@©+1), Y5 = 20NV, Y, = -2, Va9 = 2N0Y,
Yo = v, Yas = =26V, +v0, Yy0 = 0N, Y = —v(k© + 1), Y[, = —vk®, Y77 = —I,
Yy = -y — ey, Y[ = =N (U, = V), Yo =~ (U, = Wa)),
Ag=[0 TiD Oioxi0l.Ago = [T1BDK(1 — A)ji 011511l
A ={0y Oy Py P, P3 Py Ps P}, A2={Q1 Q Qi Qi Qs Qs},
Az={R; Ry R; Ry Rs Re},As={S1 S S3 Sy Ss Se},A5=1[010x10 Ri1, 0]
Vi =diag{-T1, -7, -1V, 71, -1V, i, -TW Vo, T, -Ti V1 T, =iV, i = iV, T},
Vy =diag{, -1V, 71, -1V, T, =TV, T, =TV, T, =TV, Th, =TV, Ta ) As = [0 Ryl
Vs = diag{—Tlthl, —Tlvlle, —71V13Tl, _Tiv117i’ —ﬂvlzﬂ, —73]71373 1,01 = {ThR1, O1xa1}
V4 =diag{-T1V, 71, -1V, T, ~TiV, T, =TV T, =TV, T, =TV, 1), @ = {TiRy, Onisan )
P = {TjCTl +a(G® /_\)TJ-Tl (_)ZTjTlBDK 0 (1-@gTiBDK ﬁZTjTlBDK

X T:BDK (1 - j@i)5jT:BDK 0Ajt;TiBDK (1 - A)jit;T:BDK 0, 771D 0},
Pr = {Ogxs  017jA)NTIBDK  0Osyxs}, Q; = {01 62fi7iTiBDK  Oao  62it;T:BDK
0 0,0it;T\BDK Osa — 02jitiT:BDK},Qx = {0 0347;T;BDK 0 —657;7;BDK
03/_1’L'J-7EBDK — 637;7,BDK 03(_)ZTjTlBDK Osxa  03(1 — Z)’L}TlBDK},Rj = {Opxs
010:i7TIBDK  Osys},Sj = {Ogxs 61037 T1BDK  Osys}, Sk = {Osxs 6102037, 71BDK  Osys}
Re=1{0 0,0557:BDK 0Opo 0,0:57,BDK 0 0,0505TiBDK  Oges  — 020557,BDK ),

and 71 =t =¢N, Tr =75 =dN, 3 =76 = Iy, (1 £ j £ 3),(4 <k L6).
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ALIET AL. Wl LEY 9

Proof. We consider the Lyapunov functional candidate as,

V1.(90), € RnNB,,
V(g) = 1,($) %
V2,(90), % € Ly,

where,

Vi (90) = ET(g)Tié(g0),
%
Vi, (g0) = Qi (N3, E(r)dr + /

-y go—dy

12 12

DT (NVL,EMdr + / DT (N, E(rdr,
Ty

14

% ® . . ® .
Vi, () = dn / D& (NV, §(rdrdg + dy / D& (NV,&(r)drdg
=N T 124

—dyJr

r

e )
fry / / 0 (MW, &rdrdgp,
-y

where O; = e"Di2N(@-"),
When i = 1 then time derivative of the Lyapunov function V1,(g0) and taking expectation on it, we get

E{V1,(g)} = 28" () T1(0)
= 2ET(g)T1[C&i(g0) + DH(&i(§0)) + a(G ® A)E(g0) + BDK[(1 — 1u(§0)&(90) + u(50) A(§0)
X 0(§2) ¥ (90) + ()1 — A(g))f (§(g0 — d(90))) + (1 — pu(§))6,(90) + u(§2) A(80)5(%0)
+ u() A(g)E(g0 — d(9))],

E{V1,(g)} = () (U1, + U1, + U1,) — ET(p)e ity U E(g) — ET (go)e v dy U E(g0)
— El(g)e NNy U, E(go),

% %
E{V.,(®)} = v / 1€ () V1, (o) — E (DY, E()dr + dy / (€7 (@)1, &) — & (NP1 E)]dr
Go—(g) go—d(g)
® . T . -T .
rry / € (@)W1, &) — £ (I Edr,
go—r(g)
[
= B{$%E" (@)W1, &) + A2 (@)V1, (o) + 12E! (o)W1, E(0) — / E (e 2V, é(rydr
P—dy
oo —28,d : o —2N, 7 :
- E'Me by Endr— [ EN e Yy érydr),
go—dy oIy

Applying Remark 3, we get

%
- / g (Ne MY, Egydr = e N @TE, @,
1

—n
12
- g ey, Egp)dr = e N @TE,S,,
g—dy
12
- E (e vy E(g)dr = e BT E; @,
G-Iy
where,
El(g) El(g) El(g)
S =|&T(g - dp(gp)) |- 5 =|ET(p — d(p)) |. €5 =| T (g0 — r(go)) |-
ET (g — dn) ET(g —dn) (g —rn)

(23)

24

(25)

(26)

(27)

(28)

(29)
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10 ALI ET AL.
® L wiLEY
-V, Vi, 0 -V, V1, 0 - V13 V13 0
El = * —2]711 V11 5 Ez = * —2)712 V12 ,E3 = * —2]713 V13
* * 4 * * -V, * * -V,

Note that

E{&" (g)Vé(p)} = AVA + 07 BV B + 03B,V B, + 02 B3V B3 + 0;050, VO + 03050,V0,

+070;0:V05 + 0702035V S,
where {l = C&(g) +_Dfl(§(@)) +a(G® /1)5_(?0) + BDK{(1 — ﬂ)ff(@? — () + (1 — p)5(g — r(g)) + Ai&(gp —
d(§0)) + Aidg + (1 — Djif (g — d(90))) + 04fix(9)}, B1 = BDK{ Al y(§0)}, By = ?DK{FM?(?J - ¢($_ﬁ7)) +
ﬁ5(@_) — #f(&(go — d($))) + 0fix(§0)}, B3 = BDK{—&(g — r(g0)) — 6(g0 — 1(§0)) + A4(g0 — () + A6(g0) +
(1 = Df (&(go — d($2))) + 04ji}, O1 = iBDK y(), O2 = BDK{&(g0 — () + 6(g0) — f(&(go — d(90))) +
0x(%)}, O3 = ABDK y(), S = BDK y(p) and V = ¢*Vy, + d*Vy, + V.. n
From the Assumption 1, we have
H  E(@)HE) — ET(@IR{TR1E() > 0,
fTE(gp — d@))f (E(g — dg))E (g — d(@)) — Ry T Raé(go — d(g)) 2 0,
The saturation signal satisfies
Ve (@)E(9) — 1T () 1i(0) > 0.
From (6), the AETS written as,
&' (g — P(e)VOE( — dn()) — 67 (§)KVOS(§) > 0.
Furthermore combining (33)-(42), we get
E{Vi(g)} = =28 E{V, } () + 28,7 ()T E(g) + E{V1,(9)} + E{V1,(9)} + E{V1,(9)},
E{Vi(g)} = 28 E{Vy }(p) + O ()" D(50),

(30)

(€29

(32)

(33)

(34)

where @7 (g) = {£T(g0) ET(pp— Pp(9)) ET(gp—d(p) (g —r(g) 8T(p) o) xT(p) ET(gp—¢n) ET(p—

dw) - R E@) [E - dg)).
Therefore, if LMI (19) is satisfied for i = 1, we get E{V ()} < —2XE{V1(g0)}, @ € R NB,.
From (19), when i = 2 then Processing V() in the same way, one obtain

EVa() < 2XE{ V1 ()} + O ()LD (g0).

Therefore, if LMI (19) is satisfied for i = 2, we get E{V ()} < 2X,E{V5(g)}, @ € L,.

According to the above inequalities, we have

E{Vi()} < —e @RV (b,)), @ € by,

E{Vy()} < —e 2@l EV (b, + In)), @ €1,

(35)

(36)

(37
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ALIET AL.

From the Equation (23) and (24), we get the following

E{Vi(g)} < pE{V2(by))},

E{Va(g)} < p1@® BV (b + In)7H).
Define 7 = 2(¥; + N;). Combining the above equation and g € B,, we get

E{Vi(g)} < e P @ DE{V,(b,)}

< el )+ b =2 i NOPR (7, (0) )

+ ZZS){)@ @b =2X, i +Hn(p1 ), ) 21 b o(by).
For o € L,, we get

E{Va(g)} < @0 WE(Vy (b, + 1)}

< L o, 0428, bry = 2R L MO (V1(0))
P2

1 _
+ _222)6@) @PRobina = 2R Lyin +1n(p1 p3))n(bg, ) 281 b, o(by).

P2
Let p = max{1, plz}, we get the following inequality
E{ VZ(@) } < pe(nh+ln(p1p2)+2N2bmax—2N1lmin)n(O,@)]E{ Vl (0) }
+ pZ"(O(’fJ) € 2Rauas =2 i+ )b 0) 2R by ).

a=

Combining the Assumption 4, we obtain

n(0,4)
E{Va(g)} <p lVl(O)e? + ) (b)) | e,
p=0

where,

O1 = ¢ [In(p1p2) + 2Ry + Rp)h + 2Rbmay — 2R bynin | »

h
O, = <€ - §P> [In(p1p2) + 2X2bmax — 2N lnin)1(0, )] + 28 bg,

Oy = %[ln(mpz) + 2R5bmax — 2Ry lnin)1(0, §0).

(38)

(39

(40)

(41)

(42)

(43)

From Equation (21), we have g — o0,e%:® — 0. Hence, E{V ()} = 0. Then the output synchronization error system

(18) is asymptotically stable. This completes proof.

Theorem 2. For the given positive scalars v, k,a, and 0 < € < 1. ¢y, dy and ry denotes the upper bound of
d(9), d(g) and r(g), respectively. The random Bernoulli variables o, A, ji € [0, 1] are states the occurrence of the
saturation, deception attacks and replay attacks, respectively. The DoS attacks parameters are S, €, by and Lyy.
The controller gainK = YT, ~1, output dynamic synchronization error system (18) is asymptotically stable if there

exist positive matrices ?l 7}1, ]71-‘, (1=1,2,3),(i = 1,2.) with the proper dimension and event-triggered weighting
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12 Wl LEY ALI ET AL.

matrix © such that the following conditions hold.

Y10x10 Ao Aw A, A, Ay Ay As Ag
* I1-2X 0 0 0 0 0 0 0
% * I1-2X 0 0 0 0
* * * Vi 0 0 0 O
= = * * « V, 0 0 0 0]<0, (44)
* * * * * 63 0O o0 o0
* * % * * * 64 0 0
* * * * * * * =1 0
* * * * * * * * =1
Y, Y, Y, Y, 0 0o 0 0 0 0
# Y, 0 0 Y 0 0 Yy 0 0
ST (% 0 0 0o o o0 Y w 0
% * % Y:M 0 0 0 0 0 th,lo
- « % x % Y. 0 0 0 0 0
I, = » <0, (45)
* % * * * Y O 0 0 0
* % * % * I ¢4 i 0 0
* * $k % * % * Yég i 0
* % * % * * * S 0
* % * % * % * % * Y’10,10_
where
Yiu=Cli+ T+ e RhU, 4N 40U, -V =V, = Vi, +v,
Y= Xa(G® A) + fAVBD + e 2y, Y 3 = ey, Y5 = YBDAg,
Yis = e YBD(1 — i) + Vi, Y16 = YBD(1 — i), Yo2 = —2¢" 290D +10,
Y17 = YBDoAji), Y25 = e—2N1¢N]711, Yu= _ze_ledNﬁly Yio= e_mld”]712,
Y44 = —ZG_ZNIrNﬁls + V(:j, 74,10 = E_ZNerﬁla, Y55 = —VK'(S, Y66 = —VK'é, 777 =-I,
Ygs = —e_mld“’ﬁl - e_ZN“ﬁNﬁll, Y9,9 = —e_mld”i?lz - e_mld”ﬁz, Y10,10 = —e_ZNer'D'L

e MAT T = CT 4 BT + e M T, + e T, 4 e N0T, T, — T — T, 4.

Yio = Xa(G® R) + e 0P, Ty = —2e7 00T, 410, Yag = e 2oy |

Yis = —2e‘2N2dN1722, Y;,g = ¢ 2y 1722, Yoy = —2e 2m ]723 +0, T:uo = e—ZNerﬁzs,

Y;s = —VK@), T“ = —VK@, Y,W =-I, Y,M = ]713Y;g = _e—2N2¢N'1721 - e_2N2¢N]721,

T,w = —"l’_mzd’vﬁz2 - e_mzd”]?zz, Y/10,10 = _e—z&erﬁ% - e_mzr”ﬁzy Ro=1[0 TiD Oigxiols
Aw=[YBDA-Di Ousxul.Ai=(0, O, P, B, Py Py PBs Pl

A= Q@ Q@ Q@ Q@ QhA={R R, Ry Ry Rs Re),As=[010x0 RiX 0],
A=1{S1 S, S5 Si S5 Se)Bs=[00su1 RoXLVy =diag{h v, FaFan b1 F ksl

Vi =diag{—X,~X, F1,F 2, F 3, F 1, F 2. F 3}, Vs =diag{F 1, F o F s FrFaF s,
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ALIET AL. Wl LEY 13

Va=diag{F 1, F o F s F1Fa b3l F1= 26X +6V,F = 26X + €2V,
F3=—263X+€§]713,@1={XR11 03x3  O3x3 05><5},(~))2={XRl2 Osxs 0 0O3x3 O O},
P = {(f;CX + a«(G® A)5jX 0igYBD 0 (1- )5 VBD jilr

YBD (1- A7 YBD 04jit;YBD (1 — A)jitjYBD 0, t7;XD 0},

Q@ ={0 6:a5YBD Oy 6:a7YBD O 6,045 VBD Oy — 6,5 VBD),

Qc={0 6:AYBD 0 —6s5YBD 6:AVBD  —6:5VBD 03047, YBD

Osxa 031 = DGYBD}, P = {Ogxs  01A5A)VBD  Oses}. R; = {Opxs 01027,V BD
OSXS},@k={0 0,055, YBD 03¢ 0,057, YBD 0 0,0507;VBD Q454 — 0,037;YBD},
§j={06><6 01037, YBD Osxs}» Sk = {Oexs 010,037, YBD  Osys},

anda; = a4 = ¢n,a; =as =dy,a3 = ag = 1y, (1 <j < 3),(4 < k < 6). The adaptive event-triggered controller
gains are computed as K = yTi‘l.

Proof. Define X = Ti,_l’ KT; = Y. Then pre and post-multiply both sides of I" by a = diag{X, X, ... ,X,I[,I}
and its transpose, respectively.

From Remark 4, we get —T; V7, < —2¢,7; + €2V, and —XI'X < I —2X,where: = {1,2,3}.

Denote that 7; = XTTX, ‘Tf;j =X T?fin, l~7ij =X Tvin , and applying the Schur complement, then I'; can be
obtained. This completes the proof. [

4 | NUMERICAL EXAMPLES

Two numerical examples are given in this section to illustrate the efficacy of the suggested method.

Example 1. Consider output synchronization error system (27) for complex network under hybrid
cyber-attacks with the following parameters:

C&($) + DH(E($)) + (G ® aM)gi(g) + BDKI(1 — u(§))é(g — 1i(§0)) + u(§0) A(§2)0(§0) 1 (§0)
Eg) = + u(§)Ai(g) (1 — Ag))f (&(g0 — d(§0))) + (1 — u(§2))5r(%0) + u($0) A(§2)6(g0) 6)
+u(@)AP)(P — d(@)]. % € RiNBy,

C&(g) + DH(E(p)) + (G ® aM)g(§),  § € Ln,
1 05 05 04 1.2 0.2 03 O
C1=l ]’C2=l ]7C3=l ]aD1=l ]’
03 1.2 04 09 05 14 0 0.2
0.12 0 05 O 33 0 32 0
D2 = ’D3 = 7R1 = 7R2 = 5
l 0 0.13] l 0 0.2] l 0 3.4] l 0 3.3]
001 0.1 1 0
B= I = .
lo.1 0.01] lo 1]

Let as assume the saturation signal is

0.08, g,
oé)=4 §, ~0.08 < & < 0.08,
—0.08, - < —0.05.

We choose the non-linear function § = [0.24 tanh(&;1(g)) 0.18 tanh(&;(g0))]” and deception attacks function f(£(g —
d(g))) = [-0.08 tanh(&,(g0))  — 0.8 tanh(&;(g0))]”, respectively.
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14 Wl LEY ALI ET AL.

The inner coupling matrix A = diag{0.8.0.8}. The outer coupling matrix is

-2 1 1
G=|1 -2 1] 47
1 1 =2

—_

_ | 48262 —oouss| - [13.9872 04045 [4.0444 00643
—0.0158 4.8063 | —0.4045 13.1212] 0.0643 4.8427|°

_ 75749 o0ac0o]  _[7.549 o44rs| - [s.0211 0.4629
{04655 7.9912| 7 04398 8.1984| 04877 8.0992|

Let g1 =5,epp =135, Ej3 = 5,vi= 0.9, Kj = 2, ¢N = 02, dN =0.5, Ny = 06, v=4, E = 3, (l =1,2, 3) and (11(@) =
0.4, ay(g0) = 0.65, a3(g0) = 0.39,8; = 0.4,8; = 0.2,p; = 0.08, p; = 0.9, = 2.5, bax = 1.3, and lin = 0.65. The random
Bernoulli variable choose 6 = 0.2, 4 = 0.7, i = 0.5 means that the synchronization error system are subjected to satura-
tion, deception and replay attacks, concretely, the occurring probability. The following solutions are achieved by solving
LMI in Theorem 2.

By using the MATLAB, the state trajectory of the synchronization error signal under hybrid cyber attacks with con-
trol and without control is shown in Figure 2 and 3 respectively. From these two figures, if there is no control input,
the synchronization error signal’s trajectory is divergent to origin under hybrid cyber attack otherwise convergent to ori-
gin. Figure 4 illustrates control input of the synchronization error signal for CNs with three different nodes. Figure 5-7
describes the release time instants and intervals under AETS for node 1-3, respectively. Figures 8 and 9 describes the
saturation signal with and without control respectively.

Whenever the system only has deception attacks, the random Bernoulli variable A(g), which denotes the occurrence
of deception attacks is fix to A = 0.7. Figure 10 displays the state response of synchronization for CNs against deception
attacks. The random variable A represents the deception attacks, A = 0.7 are depicted in Figure 11. The release instants
and intervals are shown in Figure 12.

Whenever the system only has replay attacks, the random Bernoulli variable u(g0), which denotes the occurrence
of deception attacks is fix to g = 0.5. The state response of synchronization for CNs against replay attacks is shown in
Figure 13. The random variable j represents the replay attacks, i = 0.5 are depicted in Figure 14. The release instants
and intervals are shown in Figure 15.

Whenever the system only has DoS attacks, DoS attacks parameters taken as § =2.5,8; =04,8, =0.2,p; =
0.08, p2 = 0.9, bax = 1.3, Imin = 0.65. When the state response of synchronization for CNs against aperiodic DoS attacks

Synchronization error signals

-8 I I I I I
0 5 10 15 20 25 30

Time sec

FIGURE 2 Synchronization errors with hybrid cyber-attacks under control.
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FIGURE 3 Synchronization errors with hybrid cyber-attacks without control.
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FIGURE 5 Release instants and intervals under AETS for node 1.
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Saturation control signal
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FIGURE 9 Random saturation signal 6(g) = 0.2 without control.
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FIGURE 10 State response of the synchronization error system under deception attacks.
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FIGURE 11 Random variable A(g) for 1 = 0.7 (deception attacks).

85UB017 SUOLILLIOD BAIFeR1D) 3|edlidde auj Aq pauenob a8 s3jole YO ‘88N JO S3|NJ Joy A%e1q17 8UIIUO AB]1M UO (SUOTIPUOD-PLE-SWWLS}L0D A8 |IMA1q [BUUO//ScIY) SUORIPUOD Pue swie L 83 89S *[£202/90/T0] uo Ariqiauliuo Ao |Im ‘AISRAIIN [UOIRN 0SS AQ SZ9€'SIR/200T OT/I0p/Woo" A3 | Im* Areaq 1 putjuo//sdny wod papeojumod ‘0 ‘STTTE60T



ALIET AL.

1.5
T 1r 9
8,

T
>
g
=
2
©
o
[}
o 0.5¢ 1
0 1
0 10 15 20 25 30
Time [sec]
FIGURE 12 Triggered instants and released intervals.
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FIGURE 13 State response of the synchronization error system under replay attacks.
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FIGURE 14 Random variable u(g) for i = 0.5 (replay attacks).
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is shown in Figure 16. It is possible to demonstrate that DoS attacks are non-periodic and satisfy Assumptions 2 and 3.
The release instants and intervals are shown in Figure 17.

Remark 5. The authors discussed in different types of control for synchronization of CNs under cyber
attacks.3”-34% But in this work first time proposed hybrid cyber attack model for synchronization of CNs. In
compared to existing work,3” our results are quickly converge, where the trajectories are converges to origin
within 10 s as shown in Figure 2.

5 | CONCLUSION

In this article, pinning based output synchronization control problem has been studied for CNs with random saturation
under hybrid cyber-attacks via an AETS is examined. A novel hybrid cyber-attacks such as Deception, replay, and DoS
attacks are first studied for synchronization of complex network. We proposed an AETS based on the adaptive law to
effectively reduce the amount of unwanted data transmission in the network. Using the Lyapunov functional approach,
some sufficient criteria for asymptotic stability have been obtained based on the output synchronization error system in
the presence of deception attacks. Finally, a numerical example is shown to demonstrate the novelty and effectiveness
of the proposed scheme. Furthermore, it is important that future research applies the proposed approach to complex
modeling with a fractional order system that has a wide range of applications in real-world engineering.
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